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List of Acronyms

Abbreviation /

acronym

Description

AS4 Applicability Statement 4, an open standard for the secure and payload-agnostic
exchange of Business-to-business documents using Web services

BPMN Business Process Model and Notation

BRIS Business Register Interconnection System

DBA Doing Business Abroad — one of the three DE4A pilots

DC Data Consumer, consists of the roles DE and DR. A single organization might
perform both roles or outsource for example the DR role to another organization
and only perform the DE role.

DE Data Evaluator

DE4A Digital Europe for All

DO Data Owner

DoA Description of Action

DP Data Provider, consists of the roles DT and DO. A single organization might
perform both roles or split up in individual roles and outsource for instance the
DT role.

DR Data Requestor

DT Data Transferor

Dx.y DE4A formal Deliverable x.y (e.g. D2.5)

EBSI European Blockchain Services Infrastructure

EC European Commission

e-SENS Electronic Simple European Networked Services

ESSIF The European Self-Sovereign ldentity Framework

IM Intermediation

IMI Internal Market Information System

ISA(?) Interoperability Solutions for Public Administrators programme

LKP Lookup

LSP Large scale pilot

MA Moving Abroad — one of the three DE4A pilots

MS European Union Member State(s)

oop Once-Only Principle

OO0TS Once-Only Technical System

PEPPOL A set of technical specifications that can be implemented in existing
eProcurement solutions and eBusiness exchange services to make them
interoperable between disparate systems across Europe.

S&N Subscription and Notification

SA Studying Abroad — one of the three DE4A pilots

SDG Single Digital Gateway

SDGR Single Digital Gateway Regulation

Document name:

D2.6 Service Interoperability Solutions Toolbox Page: 6 of 20

Reference:

D2.6 |Dissemination: |PU |Version: |1.0 Status: Final



https://peppol.eu/what-is-peppol/

D2.6 Service Interoperability Solutions Toolbox

b ldp
D E Digital Europe
For All

Abbreviation /

Description

acronym

SSI Self-sovereign identity

STORK/STORK2 |Secure idenTity acrOss boRders linKed 2.0
TOOP The Once Only Principle Project

UC(#) Use case of the DE4A pilots

usl User Supported Intermediation

VC Verifiable Credential

VP Verifiable Presentation

WP Work Package

Document name:

D2.6 Service Interoperability Solutions Toolbox

Page:

7 of 20

Reference:

D2.6 |Dissemination: |PU |Version: |1.0

Status:

Final



https://ec.europa.eu/digital-building-blocks/wikis/display/EIDCOMMUNITY/STORK+2.0+Project
https://ec.europa.eu/digital-building-blocks/wikis/display/EIDCOMMUNITY/STORK+2.0+Project

2

\’ P
D2.6 Service Interoperability Solutions Toolbox DE ForAll P

Executive Summary

This document accompanies the DE4AWiki, which is in fact the real deliverable D2.6, the “Service
interoperability solution toolbox”

In the technical work packages of DE4A, as well as in the technical task team and in DE4A participating
organizations, different levels and types of specifications and documentation were created during the
project. This process is fraught with the risk that project documentation becomes scattered, and
structuring attempts are more often than not too late to be effective.

To prevent this, DE4A includes as part of WP2 Architecture Vision and Framework tasks, a deliverable
aimed at maintaining a documentation overview and thus maximizing the value of all the
specifications, documentation and guidelines that work packages produce: T2.4/D2.6 Service
interoperability solution toolbox. This toolbox has been given the form of an online wiki, located at

This document explains the concept behind the Wiki, i.e., maximizing the value of DE4A deliverables
and specifications. Furthermore, it connects the DE4A reference architecture with the Pilots and the
various technical specifications. Finally, it provides a high-level Site Map to aid navigating and finding
the relevant information.

One of the lessons learned is that a Wiki is a useful tool for developing the DE4A project deliverables
themselves. It is a user friendly platform where people can freely collaborate and contribute to a
deliverable. This is in fact how the Project Start Architecture (PSA) 2nd iteration was constructed,
before exporting it to Word document and formally submitting it.

Disclaimer: The Wiki will undergo updates as the DE4A Pilots 2nd iteration will be finalized in 2023.

It is foreseen that the Wiki remains available for at least two years after project close out.

Document name: D2.6 Service Interoperability Solutions Toolbox Page: 8 of 20
Reference: D2.6 |Disseminaﬁon: |PU |Version: |1 .0 Status: Final



https://wiki.de4a.eu/index.php/DE4A_Service_Interoperability_Solutions_Toolbox

N

D2.6 Service Interoperability Solutions Toolbox DE4A &

1 Introduction

1.1 Purpose of the document

The present document provides an overview of the Wiki, explaining the main concept behind it and
acting as an access guide.

As foreseen by the project, “this toolbox is the central, long-term deliverable of WP2 and will take the
form of a structured, online architecture repository that extends from the content of the Architecture
Framework (D2.1) [1] and prior work of e-SENS. The toolbox includes (pointers to) prior work in CEF,
ISA, ISA2 and LSPs (e.g.: TOOP, PEPPOL, STORK, STORK2) and aims to be comprehensive at the level of
European technical interoperability. It includes new DE4A common components and implementation
method and Pilot insights.”

The reference architecture has a horizon beyond Single Digital Gateway. The Wiki will remain available
after DE4A is completed, for the duration of two years.

1.2 Structure of the document

This document has the following structure:

» Chapter 1 —the current chapter

» Chapter 2 - Development of the Wiki. The concept behind the Wiki and process used to develop it

» Chapter 3-— This chapter deals with the structure of the Wiki. The main sections are presented with
links to the Wiki

1.3 Relation to other DE4A deliverables

The DE4A Wiki brings together the various deliverables of DE4A workpackages, in particular:

WP2: Architecture Vision and Framework

WP3: Semantic Interoperability Solutions

WP4: Cross-border Pilots for Citizens and Business and Evaluation
WP5: Common Component Design & Development

WP6: Sustainable impact and new governance models

» WQP7: Legal and ethical compliance and consensus building

vvVvyvVvyy

and catalogues them in view of a reference architecture. The content of the deliverables can partially
be found on the Wiki, while in case of publicly available (approved) deliverables, links are included to
the EU portal to allow the reader to look them up.
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2 Development of the wiki

2.1 Concept behind the DE4A wiki

The following diagram depicts the conceptual structure that was used for implementing the DE4A Wiki.
It reflects the connections at different levels of specifications (conceptual/logical/physical).

Studying Abroad
Conceptual/Functional udying
(Reference level)

Doing Business
_ Aboroad

Logical (Specification level) DEA4A Pilots -

Physical (Deployment level) \ Moving Abroad o \
\

DBA (UC1)

D2.6 Intermediation
Service interoperability

solutions toolbox Interaction Pattern

DE4A Documentation
Framework

Application
Collaborations

Subscription/

Notification _ DBA (UC2)
DBA (UC1")
Look
Application Services =

DBA (UC2')
/
__
———————————————————————————————————————————— bl
Building Blocks /7 - I
Semantic _ - I/
Components =TT //

DE4ACommon AT T T T T T T T T T T T T /
Z

Components

MS Solutions

Figure 1: Mindmap DE4A Wiki with levels of abstraction

The DE4A Wiki is centred around the DE4A Pilots in combination with the reference architecture. They
are connected in multiple ways. The multi-pattern architecture relates to the pilots through the Use
Cases which use the interaction patterns. On the other hand, the architecture is expressed in
Application Collaborations which in the end consist of Building Blocks, Common Components and
Member State specific Solutions again linking to the Use Cases.

The Conceptual/Functional level (purple) contains the Reference Interaction Patterns (Intermediation,
User-Supported Intermediation (USI), Verifiable Credentials (VC), Subscription/Notification and
Lookup), the Application Collaborations and Application Services?.

The logical level (blue) contains the biggest part of the specifications of the project. Here we link the
specific solution architecture descriptions under the reference implementation patterns and list
specific (candidate) building blocks and common component specifications to the application services.

On this level, the solution architectures of the Pilot Use Cases are cross-linked with the Building Blocks
of the library — as indicated by the dashed lines in Figure 1.

! The Application Services were not elaborated in great detail. The focus shifted to Application Collaborations and the
components and interfaces they constitute.
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The physical level (green) of abstraction is not included in the mind map. DE4A open sources all
developed code and technical specifications in a public DE4A repository.

Example:

The Pilot Studying Abroad uses the USI pattern for Use Casel which in turn relates to Common
Components and Building Blocks. They are part of Application Collaborations which in turn describe
the architecture.

2.2 Roles and maintenance of the Wiki

The DE4A Wiki was a combined effort of the project coordinated by WP2. Several Workpackages and
Pilots contributed to the Wiki. Joint Wiki Editor meetings acted as the board of editors. Some project
deliverables were first written using the Wiki, after they were published in Word format and formally
submitted.

In order to contribute, i.e., have editing rights, one needs a user account with permissions. Otherwise,
the Wiki is read only. A few users have administrator rights and can perform additional tasks.
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3 Sitemap DE4A Wiki

3.1 Main page

The image below shows the landing page of the DE4A Wiki. The left part acts as a menu containing
some important links (shortcuts) to other areas of the Wiki. The main page is split in several sections
with information grouped per topic. There are links to the various sections and subsections of the Wiki.

& ot haral: r Talk Admin frks Preferences Wit

st Conlibutions Log cut

Main page Discussicn Read Edit Editsource Viewhistory # More v | Search DE4A Q

Digital Europe

For All DE4A Service Interoperability Solutions Toolbox

Thiz toolbax is the central, long-term defverable of the DE4A Architecture work package and takes the form of 3 structured, onling architecture repository that extznds from the

Main page ..
Disclsirner content of the Architecture Framework and prior work of e-SENS. The toolbox includes (pointers to) prior work in CEF, ISA, I1SA and prior LEPs=. It includes new DE4A cammon
Recent cha components and implementation method and Filot insights.

Randorm page

e The image below has clickable sections to jump to other pages like, the DE4A Reference Architecture, patterns, Semantic Solutions, Commen Cempenents and Building Blecks.

DE4A Documen Data - Data
Filats e =% difterertt [
Risference Architecturs ERE- functianal
Camgonents and g f54 |2 Ey combinations of
Building blocks 3§ 834 | g standard
. . = B BT o B services,
Semanlic sakilicns ¥ FEF | :
c ™ : I IEVERE: delivered by
ameman componen ll: 55| reusable BB
by = >
Other 2 L
Gesting started
Files
Glssary
= @ DE4A Semantics DE4A Common Building Blocks
Fooks -
Solutions Components
What lirks here
Reated changes
user Service Interoperability Solutions Toolbox
Clicking on an area in the picture couses e browses 1o ked the aparopriate wiki page. a

Page informaan

Pilots | edit| =it source ]

DE4A includes three cross-border and cross-domain Pilots - Studying Abroad Pilot, Doing Business Abroad Pilet, and Moving Abroad Pilot -, comprising different functional use
cazes focused on different high-impact and visble administrative procedures, and aimed o realze tangible bensfits in fully operational envirenments to resl users (citizens,

students,

business persons and pubBic servants). The Pilots are delivered by a separate, agile, muki-disciplinary, inter-member state teams of expens. The focus of these teams.
is on ferative system integration and configuration. hence on making existng building blocks and solutions work together in real lifs cases.

Reference Architecture [=dit| =it zource ]

DE4A developed 3 mult-patiern architecture for eGovernment interoperabiity with 2 focus on digits-by-defsult procedures for citzens and businesses and the full
implementation of the Once-Only Princigle. |t provides guidance to the DE44 pilots and to projects sesking to implement cross-border once-only enabled eFrocedures.

Service Interoperability Solutions Toolbox | =dit| =ditsource |

The Service Interopersbility Solutions Toolbox is split in Semantic Interoperability Solutions, Commaon Components and the library of components and 8Bs. The first deals with
semantic specifications, the second with 3W componants and the last with the architecture compeonsents and candidate BBs.

Semantic Interoperability Solutions [edit| edit source ]

DE4A Commeon Components [ed

it source |

Thizs section provides a functionsl and technical description of the common components designed and developed in the DE4A project during the first iteration in order to set up
the meszage exchange environmant.

Figure 2: Main Page

Document name: D2.6 Service Interoperability Solutions Toolbox Page: 12 of 20
Reference: D2.6 |Dissemination: |PU [Version: [1.0 Status: Final




D2.6 Service Interoperability Solutions Toolbox

DEUA s

Table 1: Main sections

Item on main page ’ Description

Pilots

Links to dedicated page introducing the
three pilots

Reference architecture

Introduces and links to the pages
further detailing the five interaction
patterns

Service Interoperability Solutions Toolbox

Section grouping together links to the
Semantic Interoperability Solutions,
Common Components and the library
of components and BBs.

Semantic interoperability solutions

Introduces and links to the pages
further detailing the main concepts of
semantic interoperability in DE4A

DE4A Common Components

Provides a functional and technical
description of the common
components designed and developed
in the DE4A project during the first
iteration.

DE4A common specifications and components (2™
iteration)

Provides an overview of the common
components and specifications
required for the evidence exchanges in
the second iteration

Library of Components and Building Blocks

Introduces and links to dedicated
pages of DE4A application components
and BBs

Legal and ethical compliance

Introduces the part of the Wiki that
deals with legal and ethical issues

Zooming in on the top part of the main page. The toolbox is structured according to the Architecture
Framework [1] and the reference architecture included in the DE4A Project Start Architecture [2][3].
This is depicted in the image (Figure 3), which in fact represents a high-level sitemap of D2.6 (this
document). The image depicts the major sections of the Wiki, which are also clickable.
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Figure 3: Structure of the Service Interoperability Solutions Toolbox

Example
Clicking on “Reference Architecture” in the upper left part of the image redirects to that section.
The following areas are clickable:

» Reference Architecture https://wiki.deda.eu/index.php/Reference Architecture
» Intermediation Pattern hitps://wiki.deda.eu/index.ohp/Intermediation Pattern
» User-supported Intermediation Pattern

o https://wiki.de4a.eu/index.php/User-supported Intermediation Pattern
» Verifiable Credentials Pattern

o https://wiki.de4a.eu/index.php/Verifiable Credentials Pattern
» Subscription and Notification Pattern

o https://wiki.de4a.eu/index.php/Subscription _and Notification Pattern
» Lookup Pattern https://wiki.deda.eu/index.php/Lookup Pattern

Pilots for cross-border procedures and evidence exchange:
» Vertical purple bar DE4A Pilots https://wiki.de4a.eu/index.php/Pilots

Library of Components and Building Blocks:

» DE4A Semantic Solutions https://wiki.deda.eu/index.php/DEAA Semantic interoperability
» DE4A Common Components https://wiki.de4za.eu/index.php/DE4A Common Components
» Building Blocks https://wiki.deda.eu/index.php/Building Blocks

3.2 Pilots

https://wiki.de4a.eu/index.php/Pilots

A landing page containing general information about all three pilots (detailed below). Mission, goals
and added value of a DE4A ecosystem are described. The page also contains pilot specific sections with
links to their respective pages.

Pilot specific sections:
1. Studying Abroad Pilot https://wiki.deda.eu/index.php/Studying Abroad Pilot
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2. Doing Business Abroad Pilot
3. Moving Abroad Pilot

The pilot specific pages follow a similar structure. They contain a short description of the pilot, a link
to a section describing objectives and goals as well as links to the pilot’s use cases and deliverables.

3.3 Reference architecture

A dedicated page introducing the reference architecture. Explaining the time horizon of WP2
deliverables to put them into context.

» D2.1 Architecture Framework [1]
» D2.4 Project Start Architecture (PSA) - First iteration [2]
» D2.5 Project Start Architecture (PSA) - second iteration[3]

The page also contains links to the five interaction patterns:

Intermediation Pattern
User-supported Intermediation Pattern

Verifiable Credentials Pattern
Lookup Pattern
Subscription and Notification Pattern

vVvVvvvVvyVyYVYyYy

The pages for Intermediation, USI and VC following a similar pattern:

» Alist of Use Cases(s) where it applied

» Working hypotheses and implementation principles

» Based on the Interdisciplinary topics ( )
for that pattern relevant topics are elaborated. The implications and or limitations of the chosen
approach are documented.

» Business process collaboration

» The overall process is modelled in some using the BPMN language and explained.

» Business Activities of the Intermediation Pattern

» A table lists all activities in the diagram, documenting the role, activity type and a description per
activity.

» Some sections detailing the conversation between the participating actors in the format from
actor, to actor, the message send and a description.

» Process realization

» These viewpoints detail how the earlier mentioned activities are served by processes. The
processes are allocated to Application Collaborations. These viewpoints are the link between
business architecture and application architecture. There is a diagram per actor with an overall
description explaining the flow with links to the relevant Application Collaborations.

» Application collaborations

» Alist of all used Application Collaborations completes the description of the pattern.

» The pages for the Lookup & S&N patterns are slightly different.

» They largely follow then same structure as for the other patterns. Additionally Legal considerations

and Design decisions are documented. For S&N some functional variants are mentioned.
» In case of the Lookup pattern a possible future extension is elaborated as well.

3.4 Semantic interoperability solutions
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A general page introducing WP3’s Semantic Framework. It contains an image (Figure 4) putting the
information desk and canonical evidences in context.

DE4ASem - The DE4A Semantic Framework

Canonical Evidences Information Desk
» CompanyRegistration

« HigherEducationDiploma Issuing Evidence

+ SecondaryEducationDiploma Authority Service
+ DisasbilityEvidence Locator Locator
+ LargeFamilyEvidence (IAL) (ESL)

+ DomicileRegistrationEvidence

+ DomicileDeregistrationEvidence
« BirthEvidence Cross-border

|
I
I
|
I
I
I
| + MarriageEvidence Access
|
I
I
I
I
I
I

I

I

I

|

I

I

Multilingual l
Authorisation Ontology |
Registry |
(CAAR) |
I

I

I

I

I

* PensionMeansOfLivingEvidence Repository
(MOR)

* UnemploymentMeansOfLivingEvidence
« WorkingLifeMeansOfLivingEvidence

Information Exchange Model (IEM)

Figure 4: DE4A Semantic Framework

The landing page also contains a table with links to the major components. Each component has its
own page. Another section puts the components into context of the information desk Application
Collaboration and provides a cohesive description.

3.5 DE4A components (1% iteration)

This page gives an overview of the common components and specifications required for the evidence
exchanges. The following high-level diagram (Figure 5) provides an overview. The main focus is on the
1t jteration of the pilots.
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European
Commission

SML/DNS
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agent - agent

Qta Consumer side j & Data Provider sidy

Figure 5: Common Components

A table listing the major components with links to their own pages and a small description.

» DE4A Connector https://wiki.deda.eu/index.php/DEAA Connector

SML, SMP and AS4 Gateway

https://wiki.de4a.eu/index.php/Usage of third party specifications and components
Mocked IDK

https://wiki.de4a.eu/index.php/Usage of third party specifications and components
» SSI Authority Agent https://wiki.de4a.eu/index.php/DE4AA SSI Authority Agent

P> SSI Edge Agent https://wiki.ded4a.eu/index.php/DE4A SSI Edge Agent

vwvyy

The landing page contains several sections and subsections grouping together information with links
to dedicated pages.

» Common specifications

» Common Components

» Testing infrastructure

» DE4A Member States Infrastructure

3.6 DE4A common specifications and components (2" iteration)

This acts a landing page for common specifications and components with a focus on iteration 2 of the
Pilots. There are several sections grouping together information with links to dedicated pages.

» Getting started guide hitps://wiki.deda.eu/index.php/Getting started guide
» Checklist for Connectathons
o https://wiki.de4a.eu/index.php/DE4A Checklist for Connectathon
» Common specifications
o A special mention for the communication diagrams for each of the patterns
» https://wiki.deda.eu/index.php/Common behaviour and interactions between components
» Common Components
o The DE4A Connector as well as an installation guide.
» Testing infrastructure
o Links to the DE4A Playground and Sample datasets.
» DE4A Member States Infrastructure
o This contains useful information for pilots and participants thereof.
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3.7 Library of components and Building Blocks

The landing page for the components and Building Blocks.

3.7.1 Application components
The user can navigate to the Application Components via the Application Collaborations:

» eProcedure Portal

» Information Desk

» Evidence Interchange Management
o)

Trust Architecture

Data Logistics

Evidence Portal

Evidence Retrieval

Authority Agent

User Agent

Cross-border Subscriptions

EProcedure Back-office

vVVvVVvVVVVYYVYY

Each link leads to a landing page for that specific Application Collaboration. Those pages follow a
similar structure. First, there is a description of the collaboration in which specific (pattern dependent)
features are mentioned as well. Second, a number of diagrams are presented graphically, visualizing
the collaboration. Depending on the specifics, there can be one or more diagrams. Some collaborations
are pattern specific, while others are applicable to more than one pattern.

This is followed by a table with the participating application components, with a short description and
links to specific pages where the components are elaborated in more details.

3.7.2 Building blocks
An assessment of the candidate Building Blocks (BB) took place in two separate phases.

In the first phase, as part of the PSA 1st iteration, the approach assessment of the BBs was drawn up,
and a quick scan was performed. The approach and results can be found on a dedicated page:

The second phase of the assessment took place after the Pilot's implementation and usage of some of
the BBs by means of a questionnaire. The approach and results can be found on a dedicated page:

3.8 Legal and Ethical Guidance

A specific landing page is dedicated to the legal and ethical analysis in DE4A. On this page, more
information can be found on past and ongoing activities.
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4 Conclusions

This document accompanies the DE4AWiki, which is in fact the real deliverable, the “Service
interoperability solution toolbox” :

“This toolbox is the central, long-term deliverable of WP2 and will take the form of a structured, online
architecture repository that extends from the content of the Architecture Framework (D2.1) [1] and
prior work of e-SENS. The toolbox includes (pointers to) prior work in CEF, ISA, ISA2 and LSPs (e.g.:
TOOP, PEPPOL, STORK, STORK2) and aims to be comprehensive at the level of European technical
interoperability. It includes new DE4A common components and implementation method and Pilot
insights.” (Project Description of the Action, DoA).

In the technical work packages of DE4A, as well as in the technical task team and in DE4A participating
organizations, different levels and types of specifications and documentation were created during the
project. DE4A includes as part of WP2 tasks, a deliverable aimed at maintaining the overview thus
maximizing the value of all the specifications, documentation and guidelines that work packages
produce: T2.4/D2.6 Service interoperability solution toolbox (this document).

The Wiki connects the DE4A deliverables and specifications and puts them in the context of the WP2
reference architecture which has a horizon beyond the SDG.

One of the lessons learned is that a Wiki is a useful tool for developing the deliverables themselves. It
is a user friendly platform where people can freely collaborate and contribute to a deliverable. Several
deliverables and specifications were developed in this way.

The Wiki will undergo updates as the Pilot 2nd iteration will be finalized in 2023. It is foreseen that the
Wiki remains available for at least two years after project close out.
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